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Trust is an increasingly important concept on the Internet, especially for the eCommerce 
environment. Creating initial trust from buyer to seller is one of the problem that 
eCommerce need to address immediately since without this initial trust, buyers will be 
reluctant to commit any transaction through digital medium offered by eCommerce. This 
can be achieved by having Third Party Certification (TPC) displayed on their digital 
storefront as being point out by researches done in US and Europe. This research presents 
the investigation result of the current implementation of TPC in Malaysian eCommerce 
websites. Information on how many sample Malaysian eCommerce website have TPC in 
the digital storefront, what are the TPC being used and what are the service provided by 
the TPC endorser, in order to understand the current trend of TPC in Malaysia. It also 
covered on how far the implementation of TPC in Malaysian environment complied with 
X.509 certification standard .The output of this study can give an important background 
on the current implementation of TPC and be used as a basis of initial evaluation for 
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BACKGROUND OF THE STUDY 
This chapter discusses the overview of this research. 
1.1     Introduction 
The Internet network is rapidly becoming a popular choice among companies as 
an avenue to do business. As for consumer, purchasing product over the Net or E-
Commerce also becomes beneficial as it offers a convenience shopping experience.  
E-Commerce is a new business channel where the environment is created in the 
virtual world through connection of electronic devices. This unique setting of E-
Commerce has open up the world of business into a single digital market where buyer 
and seller are no longer restricted to physical boundaries such as geographical or time 
differences (Guo and Sun, 2004). E-Commerce is expected to have major influences in 
shaping the future of business to consumer segment (Schmitz and Latzer, 2002).  
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One of common classification of E-Commerce is Business-to-Consumer (B2C) 
E-Commerce. B2C E-Commerce includes retail transaction from businesses to 
individual shopper (Turban & King, 2003). 
1.2     Problem Statement 
The fast rising number of broadband user will give significant changes in E-
Commerce usage in Malaysia. According to Oh (2006), broadband will help make E-
Commerce attractive to users. So, as more people connect to the Internet through faster 
connection, it is good news for those who venture online to sell their goods.  
Despite a promising statistic for each year, E-Commerce has been haunted by 
many problems. The issues of trust for example, have been identified as one of the major 
hurdles that need to be overcome by this new business setting in order to flourish in the 
future. According to Hameed (2001), the issue of consumers’ trust and confident in E-
Commerce is fundamental to its eventual success. If consumers cannot trust that 
personal information is safe and secure, the Internet will never reach its economic 
potential.  
Verisign (2006) said, 65% of online consumers shop only at the sites they know 
and trust. The same percentage goes to the online shoppers who have abandoned a 
shopping chart/basket or failed to complete an online purchase due to trust concern. 
Forrester Research (taken from Verisign, 2006) found that 24% of online shoppers 
stopped purchasing online during the 2005 holidays season due to the same problem. 
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Many researches have been carried out and many suggestions have been made, 
which lead to many improvements in the area of technology, management as well as 
marketing. And of the suggestions that get a lot of attention from researcher as well as 
practitioner is in the area of creating initial trust through implementation of Third Party 
Certification (TPC). A great number of researches had been carried out academically or 
professionally on the role and effect of third party endorsement on E-Commerce website 
but none of the research focused on Malaysian environment. Therefore, this research is 
intended to fill the gap. This research will investigate the implementation of TPC in 
Malaysian E-Commerce website.  
1.3     Research Questions 
To fulfill the objective of this research, a few questions must be. The following 
are the research questions: 
i. How many of the sample websites have TPC in digital storefront? 
ii. What type of TPC is  used in this digital storefront? 
iii. Who are the providers of these TPC? 
iv. How far is their implementation complied with the X.509 certification 
standard guideline produced by International Telecommunication Union 




1.4     Objectives  
The overall objective of this research is to investigate the current implementation 
of TPC in the Malaysian B2C E-Commerce web sites.   
1.5     Scopes 
This research will focused on Malaysian B2C E-Commerce website with: 
i. non digital and  
ii. non service product.  
These 2 types of E-Commerce website are chosen because of the following 
reasons: 
i. For digital and service product, customers will instantly get their product 
once they transmitted their credit cards number 
ii. For non digital and non service product, customers have to wait for the 
product a few days (week) after transmitting their credit cards details. 
In this case, the risk for non digital and non service product are higher than the 
digital and service product and the trust issues are relatively higher for this type of E-
Commerce website.  
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1.6     Significance of study 
The concept of trusted services forms a key issue for any kind of electronic 
services.  Based on the literature, third party endorsement has been used as one of the 
methods to instill consumers’ trust. Creating initial trust through implementation of TPC 
is very important because the consumer has a tendency to trust brand names.  
Since none of this kind of research has been carried out in Malaysian 
environment, this research is intent to fill the gap. Even though, this is only a 
preliminary study, the output of this study can give an important background on the 
current implementation of TPC and be used as a basis of initial evaluation for business 






This chapter presents the related works on trust issues, E-Commerce in Malaysia, Third 
Party Certification and x.509 Certification. 
2.1     Introduction 
The Internet has created a tremendous opportunities to the business. As the 
Internet grows, the terms E-Commerce played significance roles to our lifestyle. It 
describes the process of buying, selling, exchanging product, services and information 
via Internet.  
2.2     Trust in E-Commerce 
According to Giddens (taken from Hameed, 2001), trust is defined as confidence 
in the reliability of a person or a system, regarding a given set of outcomes or events, 
where that confidence expresses faith in the probity or love of another, in the correctness 
of abstract principles. The main condition that creates a need for trust is lack of full 
information. People, when lacking complete information commercial organization 
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necessarily requires a trust-related attitude. Therefore trust has to be created, and worked 
on.  
Trust is a fundamental element in business relationship regardless of its method 
of interaction (Papadopoulou et al., 2001; Cheung and Lee, 2000). It is a central to any 
commercial transaction. In current business setting, trust is mainly created through 
physical activities in a physical brick and mortar environment, the seller and the buyer 
has the opportunity to examine the trustworthiness of each elements that will involved in 
the transaction. The buyer and the seller can use their physical sense to evaluate the 
trustworthiness of each other. Inspection of product and instrument of payment can be 
verified to reduce the risk and increase the trustworthiness toward the completion of 
transaction.   
Meanwhile, in the E-Commerce setting, establishing trust becomes more 
difficult. Since E-Commerce exists in a virtual marketplace, it requires different kind of 
trust environment compared to traditional physical environment. Trust, itself, represents 
an evaluation of information. The difficulty to prove someone’s physical presence and 
establish a direct relationship between two parties involved in the transaction caused this 
difference to exist. The inability of the participants to use physical gesture such as body 
language, eye contact and personal proximity to evaluate trustworthiness of each other 
make the problem of establishing trust between them in cyber world even more difficult 
compared to brick and mortar world (Ratnasingam, 1998).  
In addition, the low barrier level for both parties to enter and leave the digital 
market space has prompted the two parties to assess the level of risk involved before 
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trusting each other in an E-Commerce transaction. Since consumers are the one who 
usually initiates E-Commerce transaction, trust creation from consumer to merchant or 
merchant trust will be very important (Kasiran and Meziane, 2002).  
A closer look at E-Commerce transaction cycle shows that consumers are in a 
disadvantaged position especially if the product is non-digital and non-service product. 
Consumers are expected to fulfill their obligation first by committing their financial and 
information resources in the transaction before the merchants are able to proceed with 
their obligation. Therefore the requirement for establishing merchant trust will be a very 
important factor in an E-Commerce market place setting (AICPA 1997; Hoffman et al., 
1999).  
Knowing the basic property of trust is important in order to understand how trust 
is formulated and cultivated before it can be exploited on certain environment. The basic 
property of trust that is relevant to this research is that trust is not generally transitive but 
can be conditionally transitive especially at the early stage of trust relation development. 
According to Abdul Rahman (cited from McCullagh, 1998), this condition will allow 
certain form of trust to be transferred from one party to another. He suggests that the 
development of trust usually starts from recommended trust before transforms to direct 
trust.  
Recommended trust is a trust between two parties who have no experience 
dealing with each other and they rely on other party’s recommendation to develop the 
relationship. Meanwhile, direct trust is a trust relationship between two parties and the 
relationship is based on their experience dealing with each other in the past. Ideally, the 
 9
best form of trust is one that is being created through direct relationship between trustee 
and trustor. Both of them would have first hand experience dealing with each other and 
learn how to trust the other parties over time (Cheskin Research Studio Archetype, 
1999).  
However, this situation is too ideal in a huge faceless E-Commerce community 
on the Internet. Creation of trust especially at the early stage of relationship will be more 
effective through indirect trust or recommended trust. Since both parties have no 
experience in dealing with each other and in the stage of calculus-based-trust or trust 
based on calculated risk, information from other trusted third party is important to 
support trust creation. 
2.3     E-Commerce in Malaysia 
E-Commerce had grown into a potential business in Malaysia. In 2003, 
Malaysian secretary of International Trade and Industry Ministry Datuk Fu Ah Kiow 
announced that the E-Commerce grant scheme will be increased to US$ 5.26 million to 
enhance information and communications technology (ICT) usage among small and 
medium enterprises (SMEs) (World IT, 2003).   
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Table 2.1: Some statistics on ICT / E-Commerce for Malaysia. 
NOTE: Information obtained and compiled from various sources such as Department of 
Statistics, Malaysia, Multimedia Development Corporation (MDC), International Trade Centre 
(ITC), Association of Computer and Multimedia Industry of Malaysia (PIKOM), International 
Data Corporation (IDC) * Projection by the Ministry of Finance 
Source: www.matrade.gov.my/e-commerce/fact_figure.htm (Accessed on 5/10/05) (taken from 
Kaur, 2005) 
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Despite the bright prospect of E-Commerce in Malaysia, however, according to 
the Taylor Nelson Sofres survey, only 3% of Malaysian Internet users shopped online in 
2002, compared to 4% in 2001. Thirty-eight percent of Malaysians felt that it is safer 
buying goods or services in a store and 36% of them do not want to disclose their credit 
card details (Kaur, 2005).  
Oh (2006) said most people in Malaysia already used E-Commerce but the fact 
hasn’t fully registered in their consciousness. This statement is proved by the number of 
people who bought airlines and cinema ticket via Internet. When Malaysian purchase 
stuffs like books, toys and gadgets, they end up buying from retailers located thousands 
miles away instead of local retailer. According to Oh (2006), that’s because Internet 
surfers have become familiar with overseas retailer. For example Amazon.com. 
Security-related issues were cited as the main reason for not shopping online. 
The Malaysian consumer’s lack of confidence and trust in E-Commerce transactions is 
further accentuated by the fact that the Consumer Protection Act specifically excludes 
protection in electronic transactions (Kaur, 2005). 
2.4    Third Party Certification (TPC) 
Several studies on TPC endorsement have been conducted in the past by several 
researchers such as Anna Noteberg (1999), Noteberg, Christiaanse and Wallage (2000), 
Cheskin Research and Studio Archtype (1999) and Cheskin Research (2000) in United 
States and Europe. All of these researches conclude that TPC endorsement has some 
impact on influencing consumers to proceed with the digital transaction. The influences 
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of TPC endorsement in creating trust toward merchant become more significant, 
especially to unknown merchants where the perceived risk is higher than well-known 
merchant like Amazon.com (Noteberg, Christiaanse and Wallage, 2000).  
In addition, TPC can also be very useful especially if they involve endorsement 
on expertise and skill. IBM (taken from ScanAlert, 2006) in their survey in January 
2006, stated that 70% Internet users only use Internet shopping sites that display a 
security protection seal. Harris Interactive stated that having a company's security 
verified by a third party would lead 9 in 10 consumers to do more business with such a 
firm (taken from ScanAlert, 2006). 
TPC endorsement providers may come from government or private base 
organizations and offer a wide range of assurances such as quality assurance, code of 
conduct, code of practice, rating service, privacy etc. Some of these providers require fee 
from merchants for using their assurance seals in the merchant’s website but some of 
them provide the service without any charges. 
Among major services that are being offered by the third party assurances are: 
i. verifying the legitimacy of the company (existence). 
ii. ensuring certain standard of network security has been put in place by the 
business organisation (performance). 
iii. acting as protector to the consumer if something goes wrong in the 
transaction (policy/procedure).  
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Verisign, Bizrate, and BBB are the most commonly used endorsement by the E-
Commerce merchants (Kasiran and Meziane, 2004). Verisign, Bizrate, and BBB provide 
different kinds of endorsement. Verisign verify the merchant and the security technology 
used as SSL implementation. Bizrate provide the evaluation on merchant’s reputation 
trough its independence space for consumer comment and feedback. Meanwhile, BBB 
provides store verification and customer dispute resolution.  
2.5     X.509 Certification Standard 
There are a number of trust-models on the Internet providing authentication 
which attempt to achieve the maximum of trust with minimum of risks. These include 
X.509 standard Public Key Infrastructure (PKI), other PKI such as Pretty Good Privacy 
(PGP), the Simple Public Key Infrastructure (SPKI) and a Simple Distributed Secure 
Infrastructure (SDSI). These models use public key encryption techniques, certificates, 
and digital signatures. A certificate is used as a trust-token between different parties on 
the Internet to tell others you are really who you say you are (Yang et al., 1999).  
X.509 is published as ITU recommendation ITU-T X.509 (formerly CCITT 
X.509) and ISO/IEC/ITU 9594-8 which defines a standard certificate format for public 
key certificates and certification validation. X.509 (Version 1) was first issued in 1988 
as a part of the ITU X.500 Directory Services standard. When X.509 was revised in 
1993, two more fields were added resulting in the Version 2 format. These two 
additional fields support directory access control. X.509 Version 3 defines the format for 
certificate extensions used to store additional information regarding the certificate holder 
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and to define certificate usage. Collectively, the term X.509 refers to the latest published 
version, unless the version number is stated (Webopedia, 2006).  
To ensure transaction security in X.509, the following elements are necessary: 
i) Authentication- securing the identities of the parties to a transaction 
ii) Integrity - ensuring that that information or process has not been modified or 
corrupted without detection  
iii) Non-repudiation - ensuring neither party can refute that the transaction 
occurred, i.e. ensures that the transaction is binding. 
iv) Confidentiality   - ensuring that the information is kept private 
2.6 Discussion 
Researches that had been discussed in previous section shows that trust issues are 
the most critical issues in implementing E-Commerce. Trust between both parties (seller 
and buyer) are very important, especially when it involved unfamiliar merchants. In 
Malaysia, the issue of trust seems to be the one of the reasons why Malaysian do not 
shop online. Even though the statistics shows that E-Commerce in Malaysia is growing 
faster, most Malaysian consumers are not confidence with E-Commerce transactions. In 
this case, TPC seems to be the relevant solution to increase the trust among the 
consumer.  
ITU through their X.509 Certification Standard had given a guideline on how to 
ensure secured transaction on the Internet. From the literature, it seems like X.509 
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This chapter will present the methodology used to complete the research which covers 
the sampling, data gathering, and analyzing process. 
3.1   Introduction 
Based on the objectives and scopes of the research, content analysis is adopted to 
be the suitable methodology for this research. 
3.2     Content Analysis 
The content analysis methodology used in this research is divided into the 
phases: 
i. Sampling  
ii. Data Collection 
iii. Descriptive Statistic.  
 17


















































3.3     Sampling  
The first step to complete this research is choosing the sample of potential 
Malaysian B2C E-Commerce website. The overall method of choosing the potential 
respondent of websites is done through convenience sampling. This is due to the 
unavailability of a list for all Malaysian websites.  
The sampling list is created by using two major search engines. Several 
keywords that might hit on the Malaysian based websites are chosen for the searching 
purpose.  
The two major search engines are Yahoo and Google. Meanwhile, the phrase that 
being used to search the potential websites are: 
i. “online shopping in Malaysia”,  
ii. “online shopping”,  
iii. “halaman dari Malaysia”,  
iv. “buy online Malaysia” and  
v. “online flourist + halaman dari Malaysia”.  
The first 40 potential Malaysian B2C E-Commerce website were selected from 
the list of potential website that appears during the searching process. The URL of the 
websites is recorded for data gathering purpose. 
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3.4     Data Collection 
The next phase of the research is the data collection phases. There are two types 
of data collection techniques in this research: 
i. Observation 
ii. Interview  
3.4.1 Observation 
The data set were collected at three different point of time: 
i. April 2006 
ii. July 2006 
iii. October 2006 
The reason why the data set were collected at three different times is to 
see whether or not the same number of TPC seals was used by the e-commerce 
merchant. From the three data sets, we can compare the pattern of the usage of 
TPC seals whether there are changes in six months time.  
Out of the 40 websites, which were chosen as a sample for this research, 
7 of them were no longer available during the course of the research. The reason 
why they were no longer available was beyond the research scope. Therefore, the 
total website that had been used in this research was 33. However during the 
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third data gathering (October 2006), the number reduces to 31 website due to the 
same reason. Refer Table 3.2 for the details.  
First Data Set Second Data Set Third Data Set 
n = 33 n = 33 n = 31 
                               Table 3.2: The data set 
For every data set, all of the selected websites were closely monitored 
to determine it there was any presence of TPC on their websites. If there is any 
TPC endorser link available on the website, the link of the TPC providers were 
followed to collect the data.  
In other words, every website was monitored thoroughly and any TPC 
seals on the website were recorded by the following category: 
i. Does the website have TPC seals? 
ii. How many TPC seals they have on the website? 
iii. Where did the merchants put the TPC seals? 
iv. Validity of the TPC seals. 
v. Who is the provider of the TPC seals? 
vi. What are the services provided by the TPC seals endorser? 





An informal interview was made with Andrian Oh, Co-Founder of 
Neowave Sdn. Bhd. Neowave Sdn. Bhd. is a company that specializes in 
providing Ecommerce solutions to their clients.  
  The topics covered in the Interview session are: 
i. The Malaysian E-Commerce environment 
ii. TPC 
iii. TPC application in Malaysian E-Commerce environment 
iv. TPC Endorser  
v. Technology used in TPC application 
After completing both observation and interview session, Draft ISO/IEC 9594-8 
or X.509 Certification document is reviewed to get better understanding on the 
recommendation.  
3.5     Descriptive Statistics.  
All of the data gathered in the previous phase was analyzed based on the research 
questions. Upon analyzing the data, the information obtained from the data gathering 
process is presented using a descriptive statistic method 
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RESULT AND DISCUSSION 
This chapter describes the finding of this research based on the data gathered using the 
methodology described in the previous chapter. 
4.1   Introduction 
Institutional based trust has a very influential role in triggering consumer 
transaction in e-commerce (Kasiran & Mezianne, 2004). The present of third party 
endorsement has prompted a convincing environment to customer towards completing 
online transaction. However, due to some reasons, the similar situation is not exploited 
in Malaysian B2C E-commerce website.  
The details of the finding will be explained in details based on the following 
research question: 
i. How many of the sample websites have TPC in digital storefront? 
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ii. What type of TPC that being used in this digital storefront? 
iii. Who are the providers of these TPC? 
iv. How far is their implementation complied with the X.509 certification standard 
guideline produced by International Telecommunication Union (ITU) 
(authenticity, integrity, non-repudiations and confidential)?  
  4.2    Result 
i. How many of the sample websites have TPC in digital storefront? 
 Data was taken three times to compare the usage of TPC in three different 
times. Based on the first and second data set, out of 33 websites (n=33), only 
13 websites (39.4%) had placed third party seals on their websites. Out of these 
13 websites, 9 websites (69.2%) used the seals illegally or used unverified 
seals. Only 4 websites (30.8%) had a legal and verified seals.  
 The result is slightly different on the third data set whereby only 31 
websites are available during the data collection. Out of 31 websites (n=31), 
only 12 websites (38.7%) had placed third party seals on their websites. 8 from 
the 12 websites used an illegal or unverified seals. It contributes 66.7% of the 
sample. The total websites that had a legal and verified seals are 4 or 33.3% 
(Refer table 4.1, 4.2 and 4.3 for the statistics) 
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Sample website (n) 33 33 31 
Website with TPC Seals 13 (39.4%) 13 (39.4%) 12 (38.7%) 
Table 4.1: Percentage of website with TPC seals 




Website with TPC seals 13 13 12 
Website with 
illegal/unverified seals 
9 (69.2%) 9 (69.2%) 8 (66.7%) 
Website with 
legal/verified seals 
4 (30.8%) 4 (30.8%) 4 (33.3%) 
Table 4.2: Comparison between website with legal/verified seals and website with 
illegal/unverified seals 




Website with legal TPC 
seals 
4 (12.12%) 4(12.12%) 4(12.8%) 
Website with  
illegal/unverified seals 
and website with no seals 
29 (88.9%) 29(88.9%) 27(88.2%) 
Table 4.3: Percentage of website with legal/verified TPC compared to percentage of 
website with no seals or illegal/unverified seals.  
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 From the finding, it can be said that during the data gathering process, the 
usage of TPC in Malaysian B2C E-Commerce websites range between 30.8% 
and 33.3%. The percentage shows that Malaysian E-Commerce merchant is not 
utilizing the potential of the TPC seals on their website in order to attract their 
customer. We can assume that Malaysian E-Commerce merchant is not honest 
in doing business when 66.7% to 69.2% of the sample shows that they placed 
an unverified and illegal seals.   
 However, the data shows that merchants realize the potential of using the 
TPC seals on their website but did not use the legal and verified seals due to 
certain reason. Some of the reasons are: 
i. The price of TPC seals may be not affordable for certain merchants, 
and  
ii. The seal has been expired and not renewed by the merchant. 
The following table (Table 4.4 and table 4.5) shows the usage of TPC based on 
first, second and third data set. The tables show the data for: 
i. All merchant that are using TPC endorsement on their website 
(including unverified and illegal seals) 
ii. The legal and verified TPC usage in Malaysian E-Commerce Website 
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1 Amex Fraud 
Protection 
3 3 3 
2 Bizrate 1 1 0 
3 Commerce 
Payment 
1 1 1 
4 Consumer Trust 1 0 0 
5 Mastercard 
SecureCode 
8 8 8 
6 Netrust 1 1 1 
7 Paypall 3 2 2 
8 PublicEye 1 1 1 
9 ScanAlert 1 1 1 
10 Thawte 2 1 1 
11 Truste 1 0 1 
12 TrustSG,  1 1 0 
13 Verified by Visa 8 8 8 
14 Verisign 1 1 1 
15 WorldPay 1 0 0 
Table 4.4: The usage of TPC in Malaysian E-Commerce Website (including the 
number of unverified and illegal seals) 






1 Amex Fraud 
Protection 
2 1 1 




1 1 1 
4 Consumer Trust 1 0 0 
5 Mastercard 
SecureCode 
4 4 4 
6 Netrust 0 0 0 
7 Paypall 3 2 2 
8 PublicEye 1 1 1 
9 ScanAlert 1 0 0 
10 Thawte 2 2 1 
11 Truste 0 0 0 
12 TrustSG,  1 1 0 
13 Verified by Visa 4 4 4 
14 Verisign 1 0 0 
15 WorldPay 0 0 0 
    Table 4.5: The legal and verified TPC usage in Malaysian E-Commerce Website  
 The number of endorsement on each website was different ranging from 
one to five seals. All of the 4 websites that used legal seals had more than one 
endorsement on their website from both data sets. There are several reasons for 
one website to have more than one seals.  
 According to Kasiran & Meziane (2004), third party seals carry different 
type of endorsement such as privacy adopted technology usage or child 
protection. Therefore, in order to get the maximum effect of using third party 
endorsement, the websites are using more than one third party endorsement. 
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Clearly, the possibility for a consumer to trust a website that has more than one 
third party endorsement is higher.  
In this case all of the 4 websites are using the following type of endorsement: 
iii. Merchant identity verification  
iv. Technology verification for payment (eg: SSL & PKI 
implementation) 
v. Reliability Report 
The entire website that has TPC seals on their website, regardless 
whether it is illegal or not, placed the seals on the bottom of website, whereby 
the user have to scroll down to notice the availability of the TPC. According to 
Oh (2006), the design itself plays a role for merchants to acknowledge the 
consumer about the existence of TPC seals on their website.  
ii. What type of TPC that being used in this digital storefront? 
 There are few numbers of endorser in the Malaysian e-commerce 
website. Among endorsers that were found in the websites are Bizrate, 
Verisign, Scan Alert, Truste, Thawte, PublicEye, Mastercard SecureCode, 
Verified by Visa, Paypall, Commerce Payment, HackerSafe, Amex Fraud 




               
 
 
Figure 4.1: Example of several seals that available in E-commerce website used in 
this research. 
 Based on the statistics, Mastercard SecureCode and Verified by Visa are 
the most commonly used endorsement by the Malaysian B2C E-commerce 
merchant. The entire sample website that had a TPC seals (including the illegal 
use of TPC) has both Mastercard SecureCode and Verified by Visa seals. 
 Both Mastercard Code and Verified by Visa provide similar kinds of 
endorsement. Both provide security payment to E-Commerce website. 
According to CyberSource.Com (2003), Visa and MasterCard transaction 
comprise approximately 90% transaction in USA.  
 According to Mastercard (2006), 70% of consumers surveyed by 
MasterCard said they are concerned with security and fraud issues and 
MasterCard SecureCode raises cardholder confidence when shopping online. 
Most Malaysian B2C E-Commerce website are using Mastercard and Visa 
seals most probably because compared to another endorser, Mastercard and 
Visa are the most familiar to Malaysian who used credit card.    
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iii. Who are the providers of these TPC? 
 Based on the interview with the co-founder of one the E-Commerce 
solution company in Malaysia, the TPC endorser is majority conquered by 
foreign companies especially when it involves B2C merchant. A local 
company such as Digicert and MscTrustGate provides solution that is suitable 
for Enterprise companies thus the pricing is unfavorable for the deployment by 
SMEs.  
 From the sample in table 4.2, it shows that none of the customer of 
MscTrustGate Solution is SMEs.  
No Company  
1 Affin Bank  
2 AIA International Insurance 
3 Airod Sdn Bhd 
4 Alliance Bank 
5 Amway Malaysia 
6 Aseambankers Malaysia 
7 Asia Life Assurance 
8 Bank Islam Malaysia 
9 Bank Negara Malaysia 
10 Digi Telecommunications 
11 Genting Group 
12 Great Eastern Insurance 
Table 4.6: MscTrustGate customers (source: www. Msctrustgate.com) 
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 In Malaysian environment, E-Commerce solution company only resell 
the TPC services that provided by foreign companies such as Verisign, Thawte, 
Comodo and Geotrust. In order to provide such services, Malaysian companies 
need root certification and access by auditing firm.  
 There are different ranges of services that being provided by these third 
party endorsements. (Refer table 4.7 for the services provided by the TPC 
endorser). Provider like Verisign provides merchant verification in terms of 
identity and site authentication while endorser like TrustE have examined the 
privacy policy of the merchant and verified as meeting their standard of 
privacy protection. 
 Verisign (secure site) and Thawte verify the security technology used 
such as SSL or PKI implementation. Bizrate provides independent space for 
maintaining feedback and complain about the merchant. The endorsement is 
based on feedbacks provided by the consumers about the store. Meanwhile, 
endorser like PublicEye carries different endorsement such as reliability, 





NO ENDORSER SERVICES PROVIDED 
1 Amex Fraud Protection i) Securing Payment system  
ii) Fraud Protection 
2 Bizrate i) Provides independent space for 
maintaining feedback and 
complain about the merchant 
3 Commerce Payment i) Payment service provider 
4 Consumer Trust i) One of the TrustSG solution 
ii) Provides an equitable level of 
protection for consumers 
iii) Provides monitoring system that 
allows consumers to rate e-
businesses for reliability, privacy 
and customer satisfaction 
5 Mastercard SecureCode i) Protect merchants from 
unauthorized purchase 
ii) Security advantage for merchants 
iii) Fraud prevention 
6 Netrust i) Provides online identification and 
security infrastructure for secure 
electronic commerce and other 
online transactions across the 
Internet. 
ii) Secure communications (through 
SSL) 
7 Paypall i) Protecting payment system 
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8 PublicEye i) Provides reliability report  
ii) Consumer satisfaction 
endorsement 
9 ScanAlert i) Security protection seal that focus 
on Hacker’s prevention 
10 Thawte i) Help to ensure the customers that 
the merchants code is not corrupted 
ii) Protect customer’s information 
iii) Ensure the security of the Credit 
Card transaction by enabling 
Secure Sockets Layer (SSL) 
encryption 
11 TrustE i) Examined the privacy policy of the 
merchant and verified as meeting 
their standard of privacy 
protection. 
ii) Develop standards for non-
intrusive downloads 
12 TrustSG,  i) approved certification scheme to 
identify and accredit organizations  
ii) Provide stringent code of conduct 
for online business practice 
iii) covers the area of disclosure, 
privacy, fulfillment, best business 
practices, and protection 
13 Verified by Visa i) Payments system 
ii) protects your Visa card with a 
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personal password while shopping 
online 
14 Verisign i) Verify the merchants identification 
ii) Website authentication  
15 WorldPay i) Provide payment solution  









              Figure 4.2: Among the services provided by the endorser (source: www.thawte .com) 
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Different endorser provides different method for the consumer to verify 
the validity of the seals used in the website. There is a few sample website used 
in this research had several endorsement which cannot be verified. Having 
endorsement that cannot be verified can give negative effect to the side and it 
also can cause an integrity problem on the seals itself since seal can be copied 
by unauthorized merchant on their website.  
There are different levels of verification provided by the endorser. One of 
the verification levels is where the seals provide the mechanism to check the 
validity of the seals used on the website. The seal provider will provide a 
verification of its seals through its secured server when consumers click on the 
seals that are available on the merchant’s website. For example, Verisign and 
Thawte will show an online certificate that shows whether the seals are valid, 
revoked or expired.  
Meanwhile, seals like Bizrate, depends on feedbacks and comments 
linked on their seals. They only provide the independent and non-bias 




iv. How far is their implementation complied with the X.509 certification 
standard guideline produced by International Telecommunication Union 
(ITU) (authenticity, integrity, non-repudiations and confidential)?  
The standard addresses some of the security requirements in the areas of 
authentication, and other security services through the provision of a set of 
frameworks upon which full services can be base (ITU, 2001). 
X.509 certification defines a framework for obtaining and trusting a 
public key f an entity in order to encrypt information to be decrypted by that 
entity, or in order to verify the digital signature of that entity.  
Based on the Draft ISO/IEC 9594, it also defines a framework for obtaining 
and trusting privilege attributes of an entity in order to determine whether or 
not they are authorized to access a particular resource. The framework includes 
the issuance of a certificate by an Attribute Authority (AA) and the validation 
of that certificate by a privilege verifier.  
 
In X.509, the directory uses public-key certificates in its provision of 
security services including: 
a) strong authentication between and among directory components; 
b) authentication, integrity and confidentiality of directory operations; as 
well as 
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c) integrity and authentication of stored data. 
In other word, the following elements are necessary to ensure transaction 
security in X.509: 
a) Authentication 
b) Integrity  
c) Non-repudiation  
d) Confidentiality    
Based on the investigation done during the data gathering process, the 
implementation of TPC in Malaysian E-Commerce environment is not up to 
the X.509 certification standard guideline produced by ITU. This is supported 
by the following facts: 
i) Certificate policy  
Certification policy of X.509 requires some reason to believe that 
other parties operate a reliable implementation of its policy. A 
certificate may be issued in accordance with one or more than one 
policy. Definition of policy is performed by a policy authority. In 
this case, the authority is TPC endorser. It means that any TPC 
seals must have their own policy. And one TPC endorser can 
come out with more than one policy through their seals. However, 
in Malaysian environment, more than 60% merchants used the 
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seals illegally. It shows that the merchants did not operate a 
reliable implementation of TPC endorser’s policy 
ii) Cross Certification 
The following diagram (Figure 4.3) shows the cross-certification 
authority suggested by ITU X.509 recommendation. Figure 4.4 
shows that 70% Malaysian E-Commerce Website breach the 
recommendation by ITU. 













         Figure 4.4: Framework for 70% of Malaysian E-Commerce Website 
iii) Authentication rules 
The entire 4 website that use a legal and verified seals conform to 
the authentication rules because user knows that the site is 
authenticated by the TPC and its secure the identities of the 
parties to a transaction. However, the number is still small 
compare to the sample website used in this research. It ranges 
between 30.8% and 33.3%. 
iv) Integrity rules 
The Malaysian E-Commerce Website is not conforming to the 
integrity rules since about 87.8% of the sample website don’t have 









website. That’s mean, nobody can ensure that the information or 
process has not been modified or corrupted without detection 
v) Confidentiality  
Looking closely on the data collection, the implementation also 
does not ensuring that neither party can refute that the transaction 
occurred as the customer want it to be. It also shows that most of 
the website is not ensuring that the information given by the 
customer is kept private because it cannot be proven by the 
merchants or supported by the third party.  
vi) Validity 
A public key certificate-using system needs to validate a 
certificate prior to using that certificate for an application. The 
public-key certificate framework defined here is for use by 
applications with requirements for authentication, integrity, 
confidentiality and non-repudiation. X.509 also defines the 
procedures for performing that validation, including verifying the 
integrity of the certificate itself, its revocation status, and its 
validity with respect to the intended use.  
In Malaysian environment, up to 70% of the merchant seems to 
revoke the validity policy for the following reason 
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a) The privileges in the certificate are not sufficient when 
compared against the privilege policy; 
b) Not establishing a trusted delegation path of certificates if 
necessary 
c) Unverified digital signature are used because of the 
illegal/unverified used of certificate in the path 
d) Merchants  was not authorized to delegate privileges 
e) The usage of TPC show that the certificates have expired or 
been revoked by their issuers. 
 All of the criteria are chosen to be the benchmarks because they are 
related to the scopes of this research. And based on the criteria, it shows that the 
implementation of TPC in Malaysian E-Commerce website are not conforming 
the X.509 certification standard. 
4.3  Recommendation 
Based on the discussion, we knew that the implementation of the TPC in 
Malaysia is not significant to what have been suggested by most of the researches as 
mentioned in earlier phases. It is also noted that the way the merchants place the TPC 
seals is not suitable. According to Preece, Rogers & Sharp (2002), the interfaces design 
should encourage exploration and guiding the users to select appropriate action. In this 
case, the following interface design is suggested in order to make the consumers realize 
the existence of the TPC seals. 
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           Figure 4.4: Suggested interface design 
 As suggested by the above sample, TPC seals should be placed on the left side 
bar to make it clear for the customer to view. Currently the entire sample website that 
displayed the TPC seals chose to put them at the bottom of pages which is not noticed by 
the consumers. 
 The author also suggested the following framework for the implementation of 







                                                               
 
Figure 4.5: Suggested framework 
 The idea of this framework is to suggest the ideal ways for merchants to utilize 
the usage of TPC seals of their website. In this case, the TPC seals will not be misused 
by the businesses and it will upgrade the usage of TPC as tools to confirm the security of 
the website. If merchants can follow this framework, they will conform to X.509 






2. Verification by TPC 






CONCLUSION AND RECOMMENDATION 
This chapter will present the methodology used to complete the research which covers 
the sampling, data gathering, and analyzing process. 
5.1  Conclusion  
The concept of trusted services forms a key issue for any kind of electronic 
services.  Based on the literature, third party endorsement has been used as one of the 
methods to instill consumers’ trust. Creating initial trust through implementation of TPC 
is very important because the consumer has a tendency to trust brand names.  
Since none of this kind of research has been carried out in Malaysian 
environment, this research is intent to fill the gap. Even though, this is only a 
preliminary study, the output of this study can give an important background on the 
current implementation of TPC and be used as a basis of initial evaluation for business 
opportunity as a service provider for this kind of certification in Malaysia. 
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Looking closely at the implementation of the TPC revealed that the merchant 
didn’t fully utilize the potential since not more than 40% of the samples have third party 
endorsement on their website. There are many problems related to the implementation of 
these seals. Problems like the awareness of merchants on the important of third party 
seals to their business, the unawareness of consumer of what is TPC, unverifiable 
endorsement, misleading link, unauthorized use of logos and no endorsement at all are 
still there in Malaysian environment. The consumers need to understand the protection 
that being offered by the seals and the integrity level of the seals.  
However, the suggested interface design and framework in the previous chapter 
are hope to improve the implementation of TPC endorsement in Malaysian E-Commerce 
Website. 
5.2   Recommendation 
An extension of work will be covering the same issues but focusing more on the 
merchant and why does merchant do not exploit the benefits of using TPC seals on their 
website. Since the third party certificate is related to security issues, the future works 
will also study on the awareness of the usage of TPC seals on E-Commerce website by 
the customer.  
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